Specifying and Testing Distributed Protocols with Action Temporal Logic

JOSE JOAO FERREIRA, Instituto Superior Técnico, Portugal

Distributed systems form the backbone of modern infrastructures such as
financial services, cloud platforms, and blockchain networks. Ensuring the
correctness of their coordination and fault-tolerant protocols is challeng-
ing, as real implementations often diverge from formally verified designs,
leading to subtle but critical faults. Offline monitoring can verify protocol
implementations by analyzing execution logs against formal specifications.
Existing tools like TLA+ and Alloy face scalability issues, and no formal
language currently captures temporal and data dependencies in distributed
protocols efficiently for monitoring. This work addresses these challenges by
introducing a new framework for testing distributed protocols, comprising
a tailored temporal logic for specification, Action Temporal Logic (ACTL),
which integrates the interval-based reasoning of ATL with the quantification
and expressiveness of FOLTL. ACTL provides an intuitive, action-centered
syntax for specifying temporal, causal, and data-dependent relationships
between protocol operations, demonstrated through examples from DHTs.
The framework also includes ACTLChecker, an efficient monitoring tool
that parses formal specifications and execution logs to verify whether a trace
satisfies a given ACTL formula, using a decision algorithm with optimized
preprocessing for scalability. We evaluate our approach using execution
logs from OpenChord, an industrial implementation of the Chord protocol,
a DHT. ACTLChecker detects protocol violations and efficiently verifies
compliant logs, improving verification time and scalability over existing
Alloy-based approaches.
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1 Introduction

Today, modern software increasingly depends on distributed sys-
tems, which underpin critical infrastructures such as cloud plat-
forms, financial systems, and blockchains. These systems must op-
erate reliably and continuously, as failures can have severe conse-
quences. Distributed protocols — including Distributed Hash Ta-
bles (DHTSs), and consensus algorithms [1] — coordinate nodes to
ensure communication correctness, consistency, and fault tolerance.

Verifying the correctness of distributed protocols is essential.
Although algorithms can be formally proven correct, real implemen-
tations often deviate from their specifications, introducing subtle but
critical bugs. Formal verification of production code remains diffi-
cult and time-consuming, limiting guarantees mostly to design-level
correctness.

Several consensus implementations, including Raft [2], Tender-
mint [3], and Gasper [4], have exhibited severe correctness flaws
[5-8], demonstrating the gap between theoretical proofs and de-
ployed systems.

Validation approaches vary widely:

(a) Deductive verification with tools like Rocq, or TLAPS pro-
vides strong proofs but lacks scalability.

Author’s Contact Information: José Jodo Ferreira, josejoaoferreira@tecnico.ulisboa.pt,
Instituto Superior Técnico, Lisbon, Portugal.

(b) Model checking systematically explores system behaviors
but suffers from state-space explosion.

(c) Fuzzing can uncover unexpected issues yet provides no com-
pleteness guarantees.

(d) Monitoring checks system executions against specifications
and is practical but detects violations post-execution.

This work focuses on offline monitoring, which analyzes complete
traces after execution, enabling deterministic and exhaustive prop-
erty validation.

Monitoring distributed protocols is challenging due to timing,
causality, and data dependencies. Constructing reliable logs that
correctly order events across nodes is essential but difficult due to
asynchrony and failures.

Existing tools like Alloy and TLA+ face scalability and expres-
siveness issues for large traces. Alloy, in particular, struggles with
dynamic behaviors and large scopes. Our goal is to achieve more
efficient and scalable monitoring than prior Alloy-based approaches
such as [9]. Our main contributions are:

A. Action Temporal Logic (ACTL): a new action-based
logic. We design ACTL, combining interval and point-based
reasoning to express temporal, causal, and data dependen-
cies efficiently. ACTL balances expressiveness and tractabil-
ity through a formal syntax, semantics, and a decision algo-
rithm for trace validation.

B. Formal specification of protocol properties. Using ACTL,
we formalize and analyze correctness properties of DHT,
showcasing how temporal logics describe distributed behav-
iors.

C. ACTLChecker: an efficient monitoring tool. Implemented
in Python, ACTLChecker parses specifications and execu-
tion logs, builds internal structures, and validates traces via
an optimized decision procedure.

D. Evaluation on OpenChord traces. We validate DHT prop-
erties on OpenChord logs, demonstrating that ACTLChecker
works as intended.

Our approach achieves a practical balance between expressive-
ness and efficiency, enabling scalable trace validation for complex
distributed systems — a trade-off not adequately explored in prior
work.

1.1 Structure

This document is structured as follows: Section 3 introduces ACTL,
detailing its syntax and semantics, presenting a specification of
a DHT protocol, as well as the decision procedure, pseudocode,
and complexity analysis. Section 4 describes the implementation
of ACTLChecker, the tool developed to validate execution traces of
distributed protocols against ACTL property specifications. It out-
lines the formal specification language, the trace processing pipeline,
and the structure of the tool’s main modules. Section 5 presents
the experimental evaluation of our work, assessing ACTLChecker’s
functionality. Finally, Section 6 concludes the thesis by summarizing
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the main contributions and outlining directions for future research,
followed by the references.

1.2 Publications

Some of the preliminary work has already been published in the
short paper listed below. That work specifies properties of the DHT
distributed protocols in First-Order Linear Temporal Logic (FOLTL).
Generally, it explores the use of FOLTL for property specification
and concludes that, while it is a powerful formalism, it may not
be particularly practical. Consequently, it would be preferable to
represent these properties using an alternative logic with syntactic
variations that better reflect the nature of operations that span time
intervals, receive inputs, and produce outputs. This insight served
as a strong motivation for the development of our logic, ACTL. For
more details, please refer to the paper.

J.J. Ferreira, N. Policarpo, J. F. Santos, A. Cunha, and A. Gianola, "First-Order
Linear Temporal Logic for Testing Distributed Protocols," in Short Paper
Proceedings of the 7th International Workshop on Artificial Intelligence and
Formal Verification, Logic, Automata, and Synthesis, OVERLAY 2025, hosted by
the 28th European Conference on Artificial Intelligence, ECAI 2025. [Online].
Available: https://overlay.uniud.it/workshop/2025/papers/ferreira-etal.pdf

2 Related Work

This section reviews research on Allen Temporal Logic (ATL) and
FOLTL, their applications, limitations, and tool support, as well as
related work on specifying and testing distributed systems.

2.1 Time Reasoning Logics

Several logics enable reasoning about temporal operations and their
interrelations, such as ATL [10], LTL [11], FOLTL [12], Temporal
Logic of Actions (TLA) [13], and Event Calculus (EC) [14]. We focus
on ATL and FOLTL for their suitability in specifying and testing
complex systems.

2.1.1  Allen Temporal Logic. Allen Temporal Logic (ATL) [10; 15],
or Allen’s Interval Algebra, is an interval-based temporal logic for
reasoning about relative temporal information [16], e.g., that inter-
val i; occurs before or during i,. ATL focuses on relations between
intervals rather than exact time points (i = [t1, £;]), over discrete or
dense time. Seven basic relations — Before, Meets, Overlaps, Starts,
During, Finishes, Equals — define ATL, with inverses and complex
relations derivable. Figure 1 summarizes these predicates.

Fig. 1. lllustration of the interval predicates of ATL relations.
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Reasoning is often formulated as a Constraint Satisfaction Prob-
lem (CSP), solved via constraint propagation, underpinning Natural

Language Processing (NLP) and scheduling systems [17-19]. Appli-
cations include modeling temporal relations in clinical events [20]
and video analysis [21].

Research explores tractable ATL fragments [22]. Early attempts
to verify ATL encoded it into LTL [23], but limitations included
discrete-time assumptions and nested operators. Later, encodings
into FOLTL [9] and Answer Set Programming (ASP) with difference
constraints [24] enabled practical, scalable reasoning.

2.1.2  First-Order Linear Temporal Logic. FOLTL [12] extends First-
Order Logic (FOL) with temporal operators, reasoning about how
object properties evolve over linear time. Common methods include
automata-theoretic approaches, tableau reasoning, and SAT/SMT-
based model checking [25; 26], supporting both runtime verification
and theorem proving [27].

Applications span monitoring and verification: MonPoly tracks
policy and security logs [28], JavaMOP monitors Java programs for
runtime defects [29], and linDMT analyzes data-aware processes
[30]. Full FOLTL is highly undecidable [31], but practical fragments
exist for online monitoring, implemented in tools like BLACK [32]
and Alloy [33].

2.2 Specifying and Testing Distributed Protocols

Specification-based testing is widely used to detect violations in
distributed protocols, employing temporal logics, process calculi,
automata, or state machines. Formal languages like TLA+ [34] model
expected behaviors and verify traces from instrumented applications
using the TLC model checker. TLA+ has been applied to prevent
bugs in AWS protocols [35] and detect violations in executions [36].

Alloy [33] has been used to specify the Chord protocol [37], with
the Alloy Analyzer finding counterexamples [38], and later validated
larger OpenChord traces using ATL fragments [9].

Model-based trace checking instruments applications to log exe-
cutions and verifies Linear Temporal Logic (LTL) specifications, e.g.,
by translating logs into Promela models for Spin [39; 40]. Compara-
tive studies of Alloy and Spin provide guidance on selecting formal
methods for protocol verification [41]. Pastry, a well-known DHT
protocol, was tested by Lu et al. [42] using a TLA+ model, reveal-
ing that concurrent joins could break correctness; they proposed
restricting nodes to handle one join at a time, later formally proven
by Azmy et al. [43].

Alloy has been used to model Chord, uncovering violations in
ring-maintenance invariants and proposing corrections, including a
global invariant for eventual network convergence [38; 44]. These
examples highlight the need for systematic, trace-based testing of
DHTs.

Policarpo et al. [9] introduced an implementation-independent
axiomatization of DHTs using an ATL-based approach, with a semi-
automatic testing pipeline validating value, key, and structural prop-
erties against OpenChord execution logs via Alloy-encoded FOLTL.
While effective for small logs (up to 250 entries), Alloy does not scale
well for larger traces due to nested quantifiers and memory limits.
To address this, we propose a dedicated tool designed for efficient,
scalable trace monitoring of distributed protocols.
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3 Action Temporal Logic

We introduce Action Temporal Logic (ACTL), combining ATL’s inter-
val reasoning with FOLTL’s first-order expressiveness and adding
actions.

3.1 Syntax and Semantics

3.1.1 Actions. Actions allow specifying system properties by com-
bining operations with ATL relations while abstracting from imple-
mentation details. Each action represents a system operation with
input parameters, output results, and a time interval of execution.
All actions are assumed total, meaning they terminate and produce
complete outputs.

An action is a formal representation of an operation, and it is
denoted as: )

a(xy, ..., Xpn) > (Y15 -+ +s Ym)

where a is the action name, x, ..., x, are inputs, yi,. .
outputs, and i is the execution interval.

This concept was inspired by the formalization of DHTs proposed
by Policarpo et al. [9].

.y Ym are

3.1.2  Syntax. Let ‘V be the set of finite domain variable symbols, I
the set of time interval variable symbols, A a set of action symbols
involving variables, and R the set of Allen’s relation symbols be-
tween interval variables, where these sets are all finite and mutually
disjoint. Formulas of ACTL are denoted by ¢, and their syntax is
defined as follows:

=0 lo Vel Aezlor= 0
| Va(®) » (@) ¢ | 3a(Z) ~ () - ¢

| x1 = x| r(is, i)

where a € A is an action symbol, x € V is a domain variable
symbol, X and y are, respectively, finite sequences of domain variable
symbols x1, ..., X|x and yy, ..., Y|, wWhere x,, Yy, € V (for any
ne{l, ..., |x|tandme {1, ..., |y|}), i € I is an interval variable
symbol, and r € R is a relation symbol. The syntax of Allen’s
interval relations is defined as follows:

r(iy, iz) == Before(iy, ip) | Meets(iy, ip) | Overlaps(iy, iz)
| Starts(iy, iz) | During(iy, iz) | Finishes(iy, iz)
| Equals(iy, i)

Variable quantification in ACTL is performed collectively over all
input, output, and time parameters associated with a given action
a. To enhance clarity and readability, the universal and existential
action quantifiers notation is, respectively, interpreted as follows:

Va(%) o (7) &= foralli, x1, ..., Xu, Ui, s Y-
. a(xl,...,xn)wl\»(yl,...,ym)

Ja(x) N (y) &= exists i, x1, e X Yl s Y
a(xy, ..., Xpn) > W1, -y Ym)

3.1.3 Semantics. Let o be the variable environment, i.e., the map-
ping from domain variable symbols x € V to values in their corre-
sponding domains Dy, and from interval variable symbols i € I to
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pairs (tp, te):
c:(V—->D)U (I -NxN)

Let & be a set of event symbols, and let ¢ € & denote an individual
event. Events are classified into two types, as defined below:

e == Ba)k(v) | E{a)(w)

where k € " is an identifier used to distinguish between multiple
occurrences of actions sharing the same symbol a. Events of the form
B(a)(v), referred to as begin-events, represent the beginning of an
occurrence of the action with symbol a € A, uniquely identified
by k, where each v, (for any n € {1, ..., |x|}) is the value assigned
to the corresponding input variable x,, with v, € D,, . Conversely,
events of the form E{a)(w) are known as end-events and indicate
the end of that occurrence, where each wy,, (foranym € {1, ..., |y|})
is the value of the output variable y,,, with wy, € D,,,.

Let 7 be a finite sequence of finite sets of events, henceforth re-
ferred to as a trace, where each set of events corresponds to a discrete
time point ¢; € N, representing the j-th entry in the sequence. A
trace emulates an execution of a system, representing the sequence
of events that occur over time in a specific run:

T = [{e, ..., ep}, {sq, coes &

where ¢; € & (forany j € {1,...,p, ..., q, ..., r}). We assume
traces are well-formed: each B{a)x(...) has a unique matching
E{a)k(...), with k appearing in exactly one B(a) and one E(a) event.

Definition (Action Occurrences). The auxiliary occurrences oper-
ator returns the set of all occurrences of action a within trace 7,
each characterized by its start and end time points, along with the
associated input and output values. It is defined as follows:

occurrences(t,a) = {(tp,te, 0, w) | exists k.
t[tp] 5 B{a)(v) and z[t.] 5 E{a)r(W)}

The verification of an ACTL formula ¢ with respect to a trace ¢
and a variable environment o, denoted as 7, 0 [Excr. ¢, is defined
inductively as follows:

(1) 7,0 |Fac. ~¢ © not 7,0 [=pcr @
(2) 7,0 [FactL 01V @2 © 7,0 FacrL 91 OF 7,0 [FacrL 92
(3) 7.0 Fac @1 A @2 © 7,0 Facr 1 and 7,0 [Facr @2
(4) 7,0 |:ACTL P11 = (P? S T,0 |:ACTL ®1 imPlieS 7,0 |:ACTL ®2
(5) 7,0 [Eacr Ya(x) > (?) LQ &

forall (#p,t., 0, w) € occurrences(t, a) .

r,o[x o,y i W, i (tp, te)] Facr @
(6) 7,0 [Facr Fa(x) o @.9&

exists (tp, te, v, w) € occurrences(t, a) .

,0[x > 0,y > w, i (fp,te)] Facr @
(7) 7,0 Fact x1 = x2 © 0(x1) = 0(x3)
(8) 7,0 Facr rin, i2) @ [r] (o (i), o(ia))
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Informally, Item 5 states that Ya(X) ~» (7) . ¢ holds if, for every
occurrence of action a in trace 7 — spanning time points ¢}, to t, with
input values v and output values w — the formula ¢ holds when
the environment o is updated to map x to v, y to w, and i to the

interval (tp, t,). Likewise, Item 6 states that Ja(X) ~» () . ¢ holds
if there exists an occurrence of action a in trace 7 such that, with the

corresponding values and interval substituted into o, the formula ¢
holds.

3.2 Specifying Distributed Hash Tables

This section demonstrates ACTL’s expressive power by specifying
operations and correctness properties of distributed protocols. Using
actions with inputs, outputs, and time intervals, ACTL allows concise
formalization of system behavior.

We formulate DHT operations as ACTL actions and specify value,
key, and structural properties using ACTL formulas. Interval rela-
tions from ATL allow defining auxiliary predicates, such as In(iy, i)
and Intersects(iy, i), to improve formula readability.

In(iy,iy) <= Starts(iy, iz) V During(iy, iz) V Finishes(iy, iz)

Intersects(iy, i) <= Equals(iy, iz) V In(iy, iy)
V In(ip, i1) V Overlaps(iy, iz V Overlaps(iz, i1)

Some DHT properties hold only under specific conditions. For
instance, two lookups for the same key should return the same value
if the network is stable and no store operation occurs. We distinguish
runtime regimens, indicating active operations, and network states,
indicating the current system configuration.

In a network of uniquely identified nodes storing key—value pairs,
we model functional, safety, and protocol-independent properties in
ACTL. DHT operations are represented as actions parameterized by
nodes n, keys k, and values v. Predicates can be modeled as actions
with input only, while network states and regimens use only time
intervals. The wildcard (—) marks parameters irrelevant to nested
quantifiers or the property.

e store(n, k,v) > (n'): during interval i, the client requests
node n to store the key-value pair (k, v) in the DHT; the
operation completes at node n’, which notifies the client
upon completion.

e lookup(n, k) ~ (1, 0): during interval i, the client requests
the value for key k from node n in the DHT; the operation
completes at node n’, which stores (k, v) and returns v to
the client. )

e findnode(n, k) ~ (n’,n”): during interval i, the client re-
quests which node is responsible for key k from node n in
the DHT; the operation completes at node n’, which notifies
the client that node n”’ is responsible.

e join(n) i: during interval i, node n joins the network, result-
ing in a configuration in which node n is a member of the
network.

e leave(n) i: during interval i, node n leaves the network,
possibly triggering maintenance operations to update the
network configuration and transfer stored mappings to other

nodes; the operation results in a new configuration where n
is no longer a member of the network.

o responsible(n, k) i: during interval i, node n is responsible
for key k.

e member(n) i: during interval i, node n is a member of the
network.

e ideal(n) i: during interval i, the network is in an ideal state
(i.e. every node holds sufficient information to forward mes-
sages to every other node correctly).

e readonly i: during interval i, the network is in a read only
regimen — neither membership status nor store operations
occur (i.e., no store, remove, join, leave, or fail).

e stable i: during interval i, the network is in a stable regimen

— no operations that alter the node membership status occur
(i.e., no join, leave, or fail).
When an interval is not in a read only or stable regimen, it is
considered to be in a standard regimen. We do not define a
predicate for this regimen, as it is not needed to model DHT
properties.

Lookup consistency: if a lookup for key k reads a value o,
then that value must have been previously assigned to that key by
a store operation.

V lookup(—, k) «5» (-, 0) .3 store(—, k,v) N (-).
—Before(l,s) A =Meets(l, s)

Value consistency: in an ideal state during a read only regi-
men, all lookup operations for a given key k return the same value
0.

I /
V lookup(—, k) ~ (=, 1) .Vlookup(—, k) N (=, 0).
Videal i . V readonly 7 .
((In(ll, i) V Equals(ly,i)) A (In(ly, i) V Equals(ly, i))
A (In(li, r) V Equals(li, 1)) A (In(l, r) v Equals(lz,r))) =0 =0

Value freshness: in an ideal state, all lookup operations for a
key k return the value v written by the store operation that most
recently terminated, one of its concurrent write operations, or an
ongoing one.
¥ lookup (-, k) L (-, v).3ideal i . (In(l, i) V Equals(l, i))
= Jstore(—,k, v) A (=) . Intersects(sy, 1)
v (Before(s;, [) AV store(—,k, —) v (=) .
(s1 # s2 A Before(sz, 1)) = —Before(st,s2))

Key consistency: in an ideal state during a stable regimen, all
find node operations for a given key k agree on the same node n as
being the responsible for the key.

V findnode(—, k) «jﬁ» (-,ny) .V findnode(—, k) «J:Z» (-,nz2).
Videal i .V stable s .

((In(fl, i) V Equals(fi,i)) A (In(f3,1) vV Equals(f3,1))

A (In(fi,s) V Equals(fi,s)) A (In(fo, s) VEquals(fz,s))) =n;=n;

Findnode lookup consistency: if a find node or lookup opera-
tion for key k returns node n or a value stored at that node, then



the node must have been responsible for that key either during the
operation or at some earlier moment.

V findnode(—, k) «{» (=, n) . 3responsible(n, k) r . Intersects(f, r)
A Y lookup(—, k) le (n, —) . Iresponsible(n, k) r . Intersects(l, r)

Responsibility transfer: if any node n leaves the network, then
that node cannot be responsible for any key unless it has joined the
network in the meantime.

V leave(n) ! .V findnode(—, —) ~f\» (—,n) . Before(l, )
= Fjoin(n) J . Before(l, j) A Before(j, f)

Membership guarantee: the node n returned by any func-
tional operation (e.g., store, lookup, find node) must have been a
member for at least one moment, either before or during the execu-
tion of the operation.

V store(—, —, —) 2 (n) . 3member(n) m . Intersects(m, s)

A VY lookup(—, —) «/I\» (n, —) . 3member(n) m . Intersects(m, )

AV findnode(—, —) ~fw (=, n) .3 member(n) m . Intersects(m, f)

Reachability: if any node n is a member during an ideal
state, then all find node operations of the key k with the same
identifier as the node must return the node.

V findnode(—, k) «{; (—,n).VYideal i .V member(k) m .

((In(f,m) V Equals(f, m)) A (In(m, i) V Equals(m, 1))) =k=n

3.3 Decision Procedure

This section presents a decision procedure for verifying ACTL for-
mulas over a given trace and variable environment. The procedure
is formalized as a recursive algorithm that directly reflects the syn-
tactic structure of ACTL, ensuring that each construct is evaluated
in accordance with its formal semantics.

3.3.1 Pseudocode. The pseudocode in Algorithm 1 defines the func-
tion CHECK(z, 0, ¢), which returns true if and only if the formula
¢ is verified by the trace 7 under the variable environment o. The
algorithm handles all syntactic forms of ACTL formulas.

To improve the efficiency of retrieving specific action occurrences
from a trace, we introduce a map that associates each action with
its set of occurrences within the trace. Formally, let M, be an action
occurrences map, i.e., a mapping from action symbols a € A to the
set of all values (#p, t,, v, w) corresponding to the occurrences of a,
as determined by the begin and end event symbols ¢ € & related to
a in the trace 7. These tuples represent, respectively, the begin and
end time points, and the associated input and output values of each
occurrence:

M, : A — p(N x N x DI % plvly

where X and y would be the input and output parameters of action a,
respectively. This construction of M is based on the same concept as
the occurrences operator introduced in Section 3.1.3: for each action
a € A, the set M;[a] corresponds to occurrences(r, a), serving
as a practical representation grounded in the formalism previously
introduced to support the semantics of ACTL. For simplicity, M [a]
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Algorithm 1: The pseudocode of the trace verification algo-
rithm for formulas of ACTL.

1 Function CHECK(7, 0, ¢):

2 switch ¢ do

3 case —¢’ do

" | return not CHECK(r, 0, ¢')

5 case ¢’ V ¢” do

6 ‘ return CHECK(7, 0, ¢’) or CHECK(7, 0, ¢"")

7 case ¢’ A ¢” do

8 | return CHECK(7, 0, ¢’) and CHECK(T, 0, ¢"')

9 case ¢’ = ¢” do

10 ‘ return not CHECK(7, 0, ¢") or CHECK(7, 0, ¢"')
11 case Ya(x) ~ (7). ¢’ do

12 foreach (i, t., v, w) € M;[a] do

13 ¢ < CHECK(7,0[x = 0,5 wi (t,t.)], ")

14

if not ¢ then return false

15 return true
16 case Ja(x) (y).¢’ do
17 foreach (tp,t.,v,w) € M;[a] do

18 ¢ < CHECK(7,0[x > 0,5 > Wi (tte)], ")

19 if ¢ then return true

20 return false

21 case x; = x3 do

22 ‘ return o(x;) = o(x2)

23 case r(iy, i) do

2 ‘ return [[r] (o (i), o(iz))

is omitted from the explicit arguments of CHECK(z, o, ¢), though it
is implicitly carried with 7 through recursive calls.

The pseudocode in Algorithm 2 defines the PREPROCESSTRACE(T)
function, which constructs the mapping M, from the trace 7.

Algorithm 2: The pseudocode of the preprocessing algo-
rithm for traces of ACTL.

1 Function PREPROCESSTRACE(T):

2 My —=0; X <0

3 fort — Oto|z|—1do

4 foreach ¢ € 7[t] do

5 switch ¢ do

6 case B(a)r(0) do

7 | X[k] < (t,)

8 case E(a)r(w) do

9 (t,0) «— X[k]

10 M:la] «— M;[a] U (tp, t,0,w)
11 return M,

3.3.2  Complexity Analysis. We begin with a preprocessing step in
which the trace 7 is traversed to construct a mapping M;. Lever-
aging the presence of unique identifiers k, we can efficiently pair
corresponding begin and end events during a single pass over the
trace. To enable this single-pass construction, we additionally main-
tain an auxiliary mapping X that keeps track of ongoing events,
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ensuring that matching identifiers k can be paired correctly. This
results in a preprocessing time complexity of O(e - n), where n = |z|
is the number of time points in the trace, and e is the maximum
number of events at any single time point. In the case where at most
one event occurs per time point (e = 1), the complexity reduces to
O(n). Once the mapping M, has been built, retrieving the set of
occurrences corresponding to any action a requires only constant
time, i.e., O(1).

PREPROCESSTRACE(T) € O(e - |7])

Because action quantifiers are the constructs that are primarily
responsible for the complexity of our trace verification algorithm,
let g denote the total sum of nested action quantifiers in the formula
being checked. In the worst-case scenario, when the formula is
entirely composed of quantifiers, g is equivalent to the syntactic
size of the formula, ¢ = |¢|.

Each action quantifier in the formula retrieves the occurrences
of the corresponding action in constant time, O(1), using the pre-
computed mapping M. For each occurrence found, the algorithm
recursively checks a subformula. Therefore, the overall worst-case
complexity is O(0?), where o is the maximum number of occur-
rences across all action quantifiers. In practice, o is typically small
in real traces, and in fact is in the same order of magnitude as |z|.

CHECK(T, 0, ¢) € O(|7]'?))

The decision problem for ACTL is decidable, as the trace is finite.

The complexity of the procedure is exponential in the number of
nested quantifiers, and polynomial in the trace size for any fixed
formula. Consequently, the verification problem lies in the class of
EXPTIME-complete problems. In practice, formulas rarely consist
solely of nested quantifiers, so the effective depth g is much smaller
than the full syntactic size. We can assume that, when verifying
properties, roughly only half of the constructs are quantifiers.

The main source of complexity arises from universal action quan-
tifiers, since their subformula ¢’ must be checked for every occur-
rence of action a (up to o times), whereas existential quantifiers
often stop early once a single satisfying occurrence is found. Con-
versely, when evaluating falsity — which is not the focus of this
work — universal quantifiers may stop at the first counterexample,
while existential ones may require checking all occurrences.

When checking property formulas, we can reasonably assume
that only half of the quantifiers are universal, further reducing the
practical complexity. Therefore, the worst-case complexity is rarely
encountered in practice, making the effective complexity much
lower than the theoretical upper bound.

Also, a simplification in action quantification — both reducing
verbosity in property specifications (as seen in some cases in Sec-
tion 3.2) and improving efficiency during formula checking— can
be achieved by not distinguishing variables within quantifiers and
deferring their equality constraints. This avoids exploring all occur-
rences of an action unnecessarily by pruning cases where a nested
quantifier’s variable is already bound to an incompatible value in

the current environment:

Va(x;) ~ (1) . 3b(xz) ~> (1) . %1 = 42 Zopt
Va(x1) > (y1) . 3b(xz) o (x1)

4 Implementation
4.1 Specification Language for ACTL

We developed an offline testing tool for ACTL that takes formulas
specifying protocol properties. While human-readable formulas are
concise, they are not machine-friendly. To enable parsing, we de-
signed a formal specification language using only standard alphanu-
meric characters and a prefix notation with nested parentheses.
This preserves readability and allows straightforward translation
between mathematical formulas and the machine-readable format.

For example, the lookup consistency property for DHT protocols
(Section 3.2) is shown in this language:

Lookup consistency: if a lookup for key k reads a value o,
then that value must have been previously assigned to that key by
a store operation.

V lookup(—, k) «L) (-, 0) .3 store(—, k,v) 3, (-).
—Before(l,s) A =Meets(l,s)

(forall lookup 1 (- k) (- v)
(exists store s (- k v) (=)
(and
(not (before 1 s))
(not (meets 1 s))

> ) )

Listing 1. Lookup consistency property in the ACTL specification lan-
guage.

4.2 Instrumentation of a DHT implementation

We distinguish between logs — raw data collected from the dis-
tributed system — and traces — processed execution records ready
for analysis. To obtain traces, these systems must be instrumented to
record relevant runtime events. Instrumentation is challenging due
to concurrency, message delays, clock skew, and failures. Fuzzers
are often used to generate diverse execution scenarios. While de-
veloping instrumentation is beyond this work’s scope, its quality
directly affects analysis reliability.

We leverage pre-existing instrumented logs of OpenChord [9; 45].
Logs include timestamps, operation types, unique operation IDs, and
relevant fields. They may also contain enriched data such as node
membership intervals and inferred network states, which support
both prior analyses and our study.

As defined in Section 3.1.3 and used in the ACTL decision proce-
dure (Section 3.3), a trace 7 is a sequence of event sets, which differs
from the instrumented log format. To evaluate OpenChord logs,
they must be transformed into this trace format by traversing the
log and adapting its syntax.



4.3 ACTLChecker

ACTLChecker is the tool implementing the offline testing pipeline
for distributed protocols using ACTL. Since it works on finite ex-
ecution logs, verification is limited to safety properties. Figure 2
shows the system’s general architecture. Users first specify protocol
correctness properties in the machine-readable ACTL language. The
protocol is then instrumented and executed to collect logs, with a
fuzzer generating diverse scenarios to capture representative traces.

Logs may be preprocessed to include additional information or
match ACTLChecker’s input format. The tool then analyzes the
traces against the specifications to check compliance. ACTLChecker
is implemented in Python and openly available !. It is designed for
testing complex, data-intensive systems like distributed protocols.
Its implementation-independent modules require only properly for-
matted formulas and logs. The main pipeline modules are described
below.

4.3.1 Formula Processor Module. The Formula Processor module
takes as input a file describing a distributed protocol property spec-
ified in the formal language defined for the ACTL syntax in Sec-
tion 4.1. It then parses this formula using the Formula Parser compo-
nent and produces an Abstract Syntax Tree (AST) ¢, represented as
nested Python classes, to be used for the evaluation of the property.
The leaves of this structure directly reflect the ACTL syntax defined
in Section 3.1.2.

4.3.2  Log Processor Module. The Log Processor module takes as in-
put an execution log generated during instrumentation, as described
in Section 4.2. It parses this log using the Log Parser component
to produce a trace 7, represented as a Python list of sets of events,
consistent with the ACTL trace definition in Section 3.1.3. Each
recorded operation is mapped to its corresponding begin and end
events. Using the trace 7, the Trace Preprocessor component gener-
ates an auxiliary mapping M., represented as a Python dictionary.
This mapping provides efficient access to the occurrences of ACTL
actions within the trace, as defined in Section 3.3.1, thereby reducing
complexity during trace evaluation.

4.3.3  Monitor Module. The Monitor module is the core of the tool.
It takes as input the AST ¢ derived from the property formula, the
trace 7 derived from the execution log, and the auxiliary mapping
M. Using its Evaluator component, the Monitor checks whether
7 satisfies ¢, recursively traversing the nested formula structure.
Its efficient trace validation algorithm is the decision procedure for
ACTL described in Section 3.3, which closely follows the semantics
defined in Section 3.1.3. During evaluation, the environment o is
updated at each recursive call with the current variable bindings. The
Monitor outputs a simple Boolean result: true if the trace satisfies
the property, and false otherwise. Additionally, it supports several
debugging options, such as limiting the number of log lines analyzed.

In practice, users invoke the Monitor by providing both the in-
strumented log and the property specification; the tool internally
invokes the Formula Processor and Log Processor modules, abstract-
ing away parsing and preprocessing details.

Lhttps://github.com/jjasferreira/actl-checker
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5 Evaluation

The evaluation of our implementation focuses on the same criteria
that originally motivated its development: achieving efficient testing
of distributed protocols, specifically through the monitoring of past-
execution logs against ACTL-based specifications.

For assessing ACTLChecker in trace monitoring, we use DHT
[37] as a case study. This choice is justified by two main factors:

o the availability of pre-collected logs from instrumented exe-
cutions of an existing DHT implementation — OpenChord
[45] — obtained in the work of Policarpo et al. [9], which
eliminates the need for us to perform additional fuzzing or
instrumentation.

e The existence of previously defined generic properties that
DHT implementations are expected to satisfy, expressed in
ACTL and presented as illustrative examples in Section 3.2
— naturally, these specifications are provided to the tool in
the formal language defined in Section 4.1.

5.1 Functionality of ACTLChecker

We would like to determine whether the tool can be applied to
validate concrete applications; that is, whether it effectively works
in practice to verify or falsify properties against execution traces.

To test whether the tool functions correctly, we ran all the spec-
ifications of the properties described in Section 3.2, each against
multiple traces of varying lengths that are non-vacuous with respect
to the property; that is, traces containing both begin and end events
corresponding to the actions relevant to the property. We consider
a trace length to be the amount of events in a trace.

All of these properties are safety properties, since liveness prop-
erties cannot be verified over finite traces. Nevertheless, they cover
different aspects of DHTs — keys, values, and structural charac-
teristics. Table 1 below summarizes the results of this monitoring
experiment across the eight properties:

Table 1. Properties, whether ACTLChecker can validate them against exe-
cution logs of OpenChord and the minimum vacuous trace lengths for each
on a network of five nodes.

Property ACTLChecker | Trace Length
Lookup consistency true 150
Value consistency true vacuous
Value freshness true 150
Key consistency true 25
Findnode lookup consistency true 25
Responsibility transfer false vacuous
Membership guarantee true 25
Reachability true 50

After running the tests, we observed that all properties passed
except for responsibility transfer. This was expected and does not
indicate an error or limitation of the implementation; rather, it
reflects the behavior defined in Chord’s theoretical algorithm [37].


https://github.com/jjasferreira/actl-checker

8 « José Joao Ferreira

Fig. 2. The general architecture of ACTLChecker.
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These results are consistent with previous evaluations using Alloy
for the same properties, as discussed in earlier work [9].

In summary, ACTLChecker can verify properties in traces, and it
can detect property violations (e.g., for responsibility transfer), as
expected.

6 Conclusions and Future Work

We address the challenges of expressive specification, representa-
tive observation, and efficient validation. In summary, the main
contributions of this work are:

A. ACTL: an action-based temporal logic. We introduce a
logic tailored for distributed protocols by combining interval-
based reasoning with first-order quantification. Actions are
modeled as first-class entities with inputs, outputs, and du-
rations, enabling concise and expressive specifications.

B. Formal specification of distributed protocols. We demon-
strate ACTL’s expressiveness through correctness implemen-
tation -independent properties of DHTs.

C. ACTLChecker: an efficient monitoring tool. We imple-
mented ACTLChecker in Python to verify execution traces
against ACTL formulas. It parses specifications, encodes logs
into traces, and efficiently checks property satisfaction using
the proposed decision algorithm

D. Evaluation on OpenChord traces. Experiments on Open-
Chord logs confirm the tool’s correctness and efficiency,
validating all expected properties.

Further evaluation of ACTLChecker could reinforce the evidence
of its scalability and practical applicability. Additional experiments
with larger and more diverse logs — especially from networks with
more nodes and keys — would help better characterize its perfor-
mance limits. Such tests would also align more closely with real-
world, large-scale industrial settings where execution logs tend to
be substantially larger.

Beyond performance assessment, future work should also ex-
plore applying ACTLChecker to the testing and monitoring of other

classes of distributed protocols, including concrete use cases such
as alternative consensus mechanisms and blockchain protocols.

Beyond distributed protocols, the techniques presented in this
work — namely the axiomatization of operations, the specification
of correctness properties, and the monitoring of execution traces of
implementations — can also be applied to other domains, including
security and authentication protocols, communication protocols in
IoT networks, blockchains, and protocols used in public administra-
tion systems.
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